Diagnostics and
Troubleshooting Basics




Available Diagnostic Resources

Loggers

Flow, Windows, and Linux specific journals,
keeping track of Flow system changes and
errors.

*  Windows Event Viewer
* Bootstrap.exe

e Linux Journal

Number o

Date and Time
10/9/2023 4:30:25 PM

10/9/2023 &
10/9/2023 4:30:25 PM

Event 0, Grootegeluk - Flow Engine (33)

General Details

Monitor interval type time periods task failed for interval type 'Shiftly',

System.Data.Entity.Core.EntityException: The underlying provider failed on Open, ---

Flow Config Tool

Built-in features and menus found in the Flow
Configuration tool.

+ Activity View
+ Monitor Tool
+ Change Logs

« Server Statistics

@) Model %t Deployment &% Users

v *B 1721703

> L4F Flow Server
24F Data Engine
- 'Y} '3

I Data Engine is not running on the platform
%} Integration Engine

Third-party Tools

Tools and service publicly available that can
used to aid in the troubleshooting process.
They include but are not limited to:

e SQL Server

* Postman
& Overview GET Retums event data for t/ + o No Environment ~
@ “venis | Returns event data for the specified event d(s). B save v /8
hal N o - ‘ m
Paramse  Authorization  Headers (5)  Body  Pre-requestScript  Tests  Settings Cookies
o <integers Eventld.- -
templateid <integer> ‘Specify event template id(s) to ret...
templateid <integer> Specify event template id(s) to ret...
preferred true Return only preferred data.
attributes true Include event attribute data.
comments false Include comment data.
users false Include user data.
timit 1000 Limit number of data points returned.
Key alue Descriptior
Response
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DIAGNOSTIC TOOLSET




 Flow Config - Monitor

A visual representation of the Flow Data engine
processing queue, is grouped by interval and

Filler 1.Quality (%) - 62

stacked by retrieval type.

« Heaps shrink as engines complete tasks

. Common Use:
. Faulted & Quarantined measures
. Measure/event processing rate
. Queue size ==

ourly Quality (%) | Events
ourly Rating (bot]

« Drill-down for measure-level stats

ourly Total Prod

. Found in the View menu
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 Flow Config — Activity Monitor

The Activity Monitor provides a view of current
engine tasks on and can be found on Engines,
Measures & Events.

Includes:
. Status
« Processing Time

Common Use:
. Measure/Event processing state in engine

Found in the item’s Context menu
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:55:
:55:
:55:

:55:
:55:
:55:
:55:
:55:
:55:
:55:
:55:
:55:
:55:
:55:
:55:
:55:
:55:
:55:
:56:
:56:
185
157
:58:
:58:
:59:
159:
:59:
159
:59:
:59:
159:
159
159
:59:
:59:
159:
159
159
:59:
:59:

157

14.
14.
14.

17.
17.
17.
17.
17.
17.
17.
18.
34.
34.
34.
34.
.668857
.870e55
.948306
.711118
.759543
.806293
.859156
.888639
.93196@
.991e4e
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
46.
46.

35
45
45
85
35

35
85
35
85
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EngineScanTasks.
MeasureRoutines.
MeasureRoutines.
MeasureRoutines.
MeasureRoutines.
MeasureRoutines.
MeasureRoutines.
EngineScanTasks.
MeasureRoutines.
MeasureRoutines.
EngineScanTasks.
EngineScanTasks.
EngineScanTasks.
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MeasureRoutines.
MeasureRoutines.
EngineScanTasks.
EngineScanTasks.
EngineScanTasks.
MeasureRoutines.
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: prepareMeasures: line 1582

: processMeasure: line 118

: processMeasure: line 119

: processMeasure: line 133

: processMeasure: line 152

: processMeasure: line 177

: processRetrievedMeasure: line 5185

: prepareMeasures: line 1582

: processRetrievedMeasure: line 5445

: processMeasure: line 238

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: processMeasurelLimitForTimeScheme: line 1718
: processMeasurelimitForTimeScheme: line 2162
: prepareMeasures: line 1543

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: prepareMeasures: line 1582

: processMeasure: line 118

: processMeasure: line 119

: processMeasure: line 133

: processMeasure: line 152

: processMeasure: line 177

: processRetrievedMeasure: line 5185

: prepareMeasures: line 1582

: processRetrievedMeasure: line 5445

: processMeasure: line 238

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: prepareMeasures: line 1543

: processMeasurelimitForTimeScheme: line 1718
: processMeasurelimitForTimeScheme: line 2162
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+ Loggers - Windows Event Viewer

Windows event logs that provide a detailed
record of system and application activity,
including bootstrap, platform, component,
application, and security events.

Includes:
« Categorization by component

« Event, Measure, other IDs included in
message

Common Use:
« Config errors & faults
 Data Source/Consumers errors

Found in Windows Admin Tools

Flow Number of events: 9 (1) New events available

Level

@[r\formation
@[nfovmatiun
@[nformation
@[nfuvmatinn

@[nformation
@[nfuvmatinn
@[nformatinn
@[nfnvmation
€} Information

<

Date and Time

10/13/2023 6:28:15 AM
10/13/2023 6:28:15 AM
10/13/2023 6:28:15 AM
10/13/2023 6:28:15 AM
10/13/2023 6:28:15 AM
10/13/2023 6:28:15 AM
10/13/2023 6:28:15 AM
10/13/2023 6:28:03 AM
10/13/2023 6:28:02 AM

Source

ELEV8 - Flow Message Engine (1)
ELEV - Flow Engine (1)

ELEV8 - Flow Engine (1)

ELEVS - Flow Engine (1)

ELEV8 - Flow Message Engine (1)
ELEVS - Flow Message Engine (1)
ELEV8 - Flow Message Engine (1)
ELEVS - Flow Platform

ELEVS - Flow Platform

Event 0, ELEWVS - Flow Platform

General Details

Flow Platform starting

Log Name: Flow

Source: ELEVS - Flow Platform

Event ID: 0

Level: Information
User: N/A
OpCode: Info

More Inf i Event Log Online Help

Logged: 10/13/2023 6:28:02 AM
Task Category: None

Keywards: Classic

Computer: EL8S41.Element8.local
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* Loggers - Bootstrap.exe

« COommon Use:
« Lists errors before other services start
« Used on critical failure

« Found in C:\Program Files\Flow
Software \Flow\Bootstrap \Bootstrap.exe

C:\Program Files\Flow Software\Flow\Bootstrap\Flow Bootstrap.exe

tCore.Server .HttpSys .HttpSysListener[8]

e.Server.HttpSys .HttpSysException (
registered.

The prefix ‘http://*:4581/flow-software/f

.Server .HttpSys.UrlGroup.RegisterPrefix{String uriPrefix, Int32 contextId)
Server .Htt UrlPrefixCollection.RegisterAllPrefixe Group urlGroup)

.Server . HttpSys.HttpSys




DEMO




« Loggers - Docker CLI/Linux Journal

The Journal is the Linux equivalent of the
Windows event logs and provides a detailed
record of bootstrap events.

« Analogous to Bootstrap.exe
« Flow for Linux and Docker image

« Viewed from Bash or preferred container
manager

Flow.Worker[0]
at System.Ling.Enumerable.TryGetSingle[Ts an& found)

Flow.Worker[0]

at lambda_method551 (Closure , QueryContext )

Flow.Worker[0]
at Flow.Data.FlowContext.GetSystemProperty(String Name)
Flow.Worker[0]
at Flow.Bootstrap.MonitorPlatforms() in C:\Source\Flow\Flow-Bootstrap\Bootstrap\Main\B
Flow.Worker[0]
ClientConnectionId:00000000-0000-0000-0000-0000
Flow.Worker[0]
2023-10-13 04:40:12.009: [Info]
Flow.Worker[0]
2023-10-13 04:40:12. 1: [Info]
Flow.Worker[0]
2023-10-13 04: :12.055: [Info]
Flow.Worker[0]
Flow.Worker[0]
Flow.Worker[0]
2023-10-13 04:
Flow.Worker[0]

2023-10-13 04:

Starting the 'Papercut Email' notification server
Flow Notification Server Hos

Flow.Worker[0]

2023-10-13 04: : . H Flow Notification Server Hos

Flow.Worker[0]

Flow.Worker[0]
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 Flow Config — Flow Server Statistics

The server statistics provide summary on
endpoint, charts, dashboard usage and
performance.

Common Use:
« Popular or problematic charts
« Average chart performance

Found in Deployment view > Flow Server context
menu

i+ Server connected

Path Requests

GET /runtime.bf184c1e336f261fs
GET /polyfills.8f470d76aa492fcc.js

GET /api/definition/themes/material
GET /main.70c23d07ac275490.js
GET /styles.93690efce374c53f.css
GET /api/definition/palettes

GET /api/definition/themes

GET /api/token

GET /api/system

GET /favicon.ico

GET /api/index

GET /assets/images/icon.png

GET /assets/images/logo.png

GET /Materiallcons-Regular.7ea2023eeca07427.woff2
GET /assets/icons/Folder.ico

GET /assets/icons/Line Chart.ico
GET /api/definition/charts/1

GET /api/data/charts/1

Successful Requests

Cancelled Requests

o 0O 0O 0O 0O 0O 0 0 0O 0o 0 0o 0o 0o 0o 0o o o o
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« Loggers - Docker CLI/Bash

Analogous to the Windows event logs, it
provide a detailed record of of the the

Bootstrap services events on Linux systems.

« Analogous to Bootstrap.exe
« Flow for Linux and Docker image

« Viewed from Bash or preferred container
manager

Flow.Worker[0]
at System.Ling.Enumerable.TryGetSingle [TS« ure ! an& found)

Flow.Worker[0]

at lambda_method551 (Closure , QueryContext )

Flow.Worker[0]
at Flow.Data.FlowContext.GetSystemProperty(String Name)
Flow.Worker[0]
at Flow.Bootstrap.MonitorPlatforms() in C:\Source\Flow\Flow-Bootstrap\Bootstrap\Main\B
Flow.Worker[0]
ClientConnectionId:00000000-0000-0000-0000-0000
Flow.Worker[0]
2023-10-13 04:40:12.009: [Info]
Flow.Worker[0]
2023-10-13 04:40:12. 1: [Info]
Flow.Worker[0]
2023-10-13 04: :12.055: [Info]
Flow.Worker[0]
Flow.Worker[0]
Flow.Worker[0]
2023-10-13 04: : .053: Starting the 'Papercut Email' notification server
Flow.Worker[0]
2023-10-13 04: : .077: Flow Notification Server Hos
Flow.Worker[0]
2023-10-13 04: : . H Flow Notification Server Hos

Flow.Worker[0]

Flow.Worker[0]
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 Third-party tool - SQL Server

The SQL server and related SQL management
tools allow for running diagnostic queries
against Flow DB.

9 Database Properties - ELEVS

Select apage

K General

K Files

& Filegroups

F Options

H Change Tracking
K Permissions

J Extended Properties

IT Scipt ~ € Help

Collation:
Recovery model:
Compatibility level:

Containment type:

SOL_Latin1_General_CP1_CI_4S
Simple

SOL Server 2019 (150)

SOL Server 2008 (100)

d Common US@ K Minoring

J Transaction Log Shipping Other options:
& Query Store

SOL Server 2012 (110)
SOL Server 2014 (120)
SOL Server 2016 (130)
4] | = SOL Server 2017 (140

« Confirm SQL compatibility level Automatic e

Auto Close
Auto Create Incremental Statistics
Auto Create Statistics

P Run [ Cancel § Disconnect & Change Database.‘ ELEV8

v ‘ ‘ & Estimated Plan £ Enable Actual Pla

\/ Parse B Enable SQLCMD [} To Notebook

® SQL DS Ond DC Connectlon testlng Auto Shrink 2 DECLARE @ms_ticks_now BIGINT
Auto Update Stalistics i SELECT @ms_ticks_now = ms_ticks
Auto Update Statistics Asynchronously 5 - & &
H H Containment 6  FROM sys.dm_os_sys_info;
« Performance & Maintenance Queries Deaul Fultest Language LCID ’ ,
Connection Default Language g SELECT TOP 10 record_id
Server ?Eﬂefd T”QNQ?'S Ewnabclfd 10 ,dateadd(ms, - 1 * (@ms_ticks_now - [timestamp]), GetDate()) AS EventTime
1 1 EL8S41 ransform Noise Words 1
* Flow Support issued queries Too Digh Year Culll L suerocess )
Connection: 13
Cursor
ELEMENTStehello Close Cursor on Commit Enabled Fa 1‘; Systenldle
) Accessed Vio SQL mO nOgement Cl ient ﬁ View connection properties Eef.ault Cu's;[coped — : GL is ,100 - SystemIdle - [SQLProcess (%)] AS [OtherProcess (%)]

Legacy Cardinality E stimation OF 18 FROM (

oty = et 19
;ega;-'"o ga'd'"aht}' Estimation For Secondaty PF 5, SELECT record.value('(./Record/@id)[1]', 'int') AS record_id
ax

Results  Messages
Auto Close

record_id v |EventTime v SQLProcess (%) v SystemIdle « OtherProcess (%) w

207 2023-10-13 06:20:51.143 100

206 2023-10-13 06:19:51.143 100
205 2023-10-13 06:18:51.140 100
204 2023-10-13 06:17:51.137 100

Unsanctioned changes to the Flow DB violate EULA
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 Third-party tool - Postman

Postman is a powerful and versatile platform
for testing APIs.

2 My Workspace New Import (&) Overview GET Returns measure o 1 No Environment
o . = =
C ommaon U S€. U T = i Returns measure data for the specifie...
Collections
. . > Canary_WebReadAPITests -
® Fl ow ReStA PI conn eCt|O n te St| N g > Currency Layer GET {{baseUrl}}/api/v1/data/measures?start=<dateTime>&e
1+ 4 RN Paramse Auth Headers (5) Body Pre-re Tests Settings |
+ Flow RestAPI response result auditing ] . B e T EoeRg TR e

v Bw calendarid <integer> Specify calendar cont...

+ Foun d on Postman.com : > [ config comments false Include comment data.

v [data exceptions false Include limit exceptio...

> [events ) )
attributes false Include attribute cont...

v [ measures
users false Include user data.

GET Returns measure da...

> [tags

> [ information

limit 1000 Limit number of data ...
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Tebello Masedi
Element8

support@element8.co.za
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