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Ignition Diagnostics & Troubleshooting

+ Discovery

+ Identification

+ Isolation

+ Resolution

Support’s Troubleshooting Structure
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+ Logs 

+ Thread Dumps

+ Metrics Dashboards

+ Running Scripts

Diagnostic Resources in Ignition
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+ Wrapper Logs

+ External to Java Virtual Machine (JVM)

+ Catches start-up and shutdown issues

Logs - Used for Identification and Isolation 
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+ IDB / System Logs

+ Managed by JVM

+ MDC keys and severity level
Severity           Level                Info

ERROR

WARN

INFO

DEBUG

TRACE

Logs - Used for Identification and Isolation 
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+ What is a thread?

+ How to obtain them?

+ What does a thread dump do?

+ How to read them?

Thread Dumps - Used for Identification and Isolation 
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+ Read Diagnostic Resources Like A Pro

+ Wrapper & IDB Log Viewer

+ Thread Dump Viewer

+ Store & Forward Cache Viewer

+ Gateway Backup Viewer

+ Generic IDB Viewer

+ Metric IDB Viewer

Kindling



Applying the Troubleshooting Stages

+ Types of questions:

+ What version of Ignition are you running?

+ What OS are you using?

+ What is the gateway architecture?

+ What are the gateway server specifications?

+ What subsystems are being used?

+ Is it a development or production environment?

1. Discovery
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Applying the Troubleshooting Stages

+ Types of questions:

+ What exactly is the problem?

+ Is this affecting anything else in the system?

+ Are there errors in the gateway logs?

+ What loggers can we set to TRACE?

+ What information can we derive from the diagnostic resources?

2. Identification
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Applying the Troubleshooting Stages

+ Types of questions:

+ What is triggering the behaviour?

+ Is the issue originating from inside or outside of Ignition?

+ SQL database? Tag Historian? 3rd party application?

+ Does the network play a part?

+ Do connections reach devices or not?

3. Isolation
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+ The world's most popular network protocol analyser

+ Network troubleshooting

+ Analysis

+ Software and communications protocol development

Wireshark
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Applying the Troubleshooting Stages

+ Types of questions:

+ Is the solution proposed temporary or permanent?

+ Is there a more efficient way to get the same results?

+ How do we determine if the problem has been resolved?

4. Resolution
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Thank You!


