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You are doing it wrong.



Ignition Diagnostics & Troubleshooting
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Support’s Troubleshooting Structure

+ Discovery
+ ldentification

+ Isolation

%
+ Resolution g
v




Ignition Diagnostics & Troubleshooting
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Diagnostic Resources in Ignition

+ Logs
+ Thread Dumps

.
+ Metrics Dashboards %
v

+ Running Scripts
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Ignition‘/

Ignition Diagnostics & Troubleshooting

by inductive automation

Logs - Used for Identification and Isolation

+ Wrapper Logs
+ External to Java Virtual Machine (JVM)

+ Catches start-up and shutdown issues

« Local Disk (C:) > Program Files > Inductive Automation > Ignition > logs

Name

install_20231009-1034

system_logs.idb

Date modified Type
10/9/2023 10:34 AM Text Document 204 KB
2023 8:57 AM DB File 1,064 KB

2023 8:57 AM Text Document 1,054 KB
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/ Ignition Diagnostics & Troubleshooting
Ignition'.
Logs - Used for Identification and Isolation
+ IDB/ System Logs
+ Managed by JVM
Severity Level Info

+ MDC keys and severity level




Ignition

f

Home

IIII
Status

te

Config

SYSTEMS

Overview
Performance
Alarm Pipelines
Gateway Scripts
Modules
Redundancy
Reports

SFCs

Voice Alarming
Tags

Transaction Groups

CONNECTIONS

Databases

Designers

Devices

Gateway Network
Store & Forward
OPC Connections
Perspective Sessions

Vision Clients

DIAGNOSTICS

Execution

Logs

Metrics Dashboard
Running Scripts
Threads

da Status > Diagnostics > Logs

Trial Mode 1:49:85 We're glad you're test driving our software. Have fun.

Filter

Logger

ProjectRunner
LicenseManager
HistoryManager
ProjectRunner
InternalDatabase
InternalDatabase

TagHistoryDatasourceSink

TagHistoryDatasourceSink

TagHistoryDatasourceSink

TagHistoryDatasourceSink

TagHistoryDatasourceSink

View 100

v

Min. Level ALL

Time

110ct2023 09:33:42

110ct2023 09:33:42

110c¢t2023 09:18:57

110c¢t2023 09:18:57
110ct2023 09:17:52
110ct2023 09:17:52

110ct2023 08:59:41

110ct2023 08:59:37

110c¢t2023 08:59:22

110ct2023 08:59:12

110ct2023 08:58:57

Help @

775 items ofg »

— 110

Message

Setting SQL Bridge project enabled state to "ENABLED'

Trial time reset. Time remaining = 7200.

The tag historian module is not licensed for storage. Data will not be stored to '"MSSQL'
Setting SQL Bridge project enabled state to 'DISABLED'

Created auto-backup of internal database "config.idb" in 113 ms
Creating auto-backup of internal database "config.idb"...
Tag history tables verified successfully. Q

There is a problem checking the tag history database tables during initialization of the store and forwa
rd engine which could prevent tag history data from being forwarded properly. Trying again in 60 seco
nds.

£

There is a problem checking the tag history database tables during initialization of the store and forwa
rd engine which could prevent tag history data from being forwarded properly. Trying again in 60 seco
nds.

+

There is a problem checking the tag history database tables during initialization of the store and forwa
rd engine which could prevent tag history data from being forwarded properly. Trying again in 60 seco
nds.

e

There is a problem checking the tag history database tables during initialization of the store and forwa
rd engine which could prevent tag history data from being forwarded properly. Trying again in 60 seco
nds.

+

Get Designer

Activate Ignition




ctive Automation

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Wind
s haldihEloe J

Bwrapper.log X I
2 INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

2023/10/09 10:39:01
2023/10/09 10:39:02
2023/10/09 10:39:02
2023/10/09 10:39:03
2023/10/09 10:39:03
2023/10/09 10:39:03
2023/10/09 10:39:03
2023/10/09 10:39:03
2023/10/09 10:39:03
2023/10/09 10:39:31
2023/10/09 10:43:00
2023/10/09 10:43:00
2023/10/09 10:44:55
2023/10/09 10:44:55

[g.ModuleManager [08:39:01]: Starting up module 'com.inductiveautomation.opcua.drivers.modbus' v7.1.32 (b2023091211)... module-name=Modbus Driver

[g.ModuleManager [08:39:02]: Starting up module 'com.inductiveautomation.opcua.drivers.com-tunnel' v4.1.32 (b2023091211)... module-name=OpcCom Tunneller

[g.ModuleManager [08:39:02]: Starting up module 'com.inductiveautomation.opcua.drivers.iec61850' v1.1.32 (b2023091211)... module-name=IEC 61850 Driver

[g.ModuleManager ] [08:39:03): Starting up module 'com.inducti Driver
[o.e.m.0.s.c.s.DefaultClientCertificateValidator] [08:39:03]: check suppress Find Automation,CN=Ignition OPC UA Serve
[g.ModuleManager ] [08:39:03]: Starting up module 'com.inducti g Ix Driver

[IgnitionGateway ] [08:39:03]: Ignition[state=STARTING] Contex

[IgnitionGateway ] [08:39:03): Gateway started in 64 seconds. Find what: V| Find Next
[c.i.i.g.0.8.IgnitionOpcUaServer$OpcUaRedundancylistener] [08:39:03]: redund
[g.InternalDatabaseManager ] [08:39:31]: Upgrading schema for module "" Count
[P.InternalDatabase ] [08:43:00]: Creating auto-backup of interna

[P.InternalDatabase ] [08:43:00]: Created auto-backup of internal In selection Find All in Current
[o.e.j.8.5exrver ] [08:44:55]: Stopped Server@5500dl9%a{STOPPIN Document
]
]
]

Replace FindinFiles Find in Projects Mark

bod, History level=Full

[0o.e.j.s.5exver [08:44:55]: Shutdown Server@5500d19a{STOPPI1 [ JBackward direction Find Allin All Opened
INFO 2023/10/09 10:44:5¢€ [o.e.j.s.AbstractConnector [08:44:56]: Stopped ServerConnector@4bb5fbd E]Makhmhdewmdody Documents
INFO 2023/10/09 10:44:56 [o.e.]j.s.AbstractConnectorxr [08:44:56]: Stopped ServerConnector@57bd2cs () Match case

STATUS 2023/10/09 10:44:57 <-- Wrapper Stopped Close
STATUS 2023/10/09 10:44:57 --> Wrapper Started as Service @ vrap around

STATUS 2023/10/09 10:44:57 Java Se;vice Wrapper Standard Eéicion 64-bit 3.5.42 A Search Mode Transparency
STATUS 2023/10/09 10:44:57 Copyright (C) 1999-2020 Tanuki Software, Ltd. All Rights Reserved.

STATUS 2023/10/09 10:44:57 nttp://wrapper.tanukisoftware.com O rormal O Onosing focus

STATUS 2023/10/09 10:44:57 Licensed to Inductive RAutomation for Inductive Automation OExtended (W, ¥, \t, 0, \x...) O Always

STATUS 2023/10/09 10:44:57 (O Regular expression . matches newline

STATUS 2023/10/09 10:44:58 Launching a JVM... A

INFO j 2023/10/09 10:44:58 WrapperManager: Initializing...

INFO 2023/10/09 10:44:59 10:44:59,599 |-INFO in ch.gos.logback.classic.LoggerContext[default] - Found resvurce puataIUgRacE Anpat s Csrivyianssurrresyrnuucerveszuvausumation/Ignition/data/logback. xml]
INFO 2023/10/09 10:44:59 10:44:59,792 |-INFO in ch.gos.logback.core.joran.action.AppenderAction - About to instantiate appender of type [ch.gos.logback.core.ConsoleAppender]

INFO 2023/10/09 10:44:59 10:44:59,799 |-INFO in ch.gos.logback.core.joran.action.AppenderAction - Naming appender as [SysoutAppender]

INFO 2023/10/09 10:44:59 10:44:59,807 |-INFO in ch.gos.logback.core.joran.action.NestedComplexPropertyIZ - Assuming default type [ch.gos.logback.classic.encoder.PatternLayoutEncoder] for [encoder] property
INFO 2023/10/09 10:44:59 10:44:59,840 |-INFO in ch.gos.logback.core.joran.action.AppenderAction - About to instantiate appender of type [com.inductiveautomation.logging.SQLiteAppender]

INFO 2023/10/09 10:44:59 10:44:59,856 |-INFO in ch.gos.logback.core.joran.action.AppenderAction - Naming appender as [DB]

INFOC 2023/10/09 10:45:00 10:45:00,200 |-INFO in ch.gos.logback.core.db.DataSourceConnectionSource@25£f6612d - Driver name=SQLite JDBC

INFOC 2023/10/09 10:45:00 10:45:00,201 |-INFO in ch.gos.logback.core.db.DataSourceConnectionSource@25f6612d - Driver version=3.41.2.2

INFO 2023/10/09 10:45:00 10:45:00,201 |-INFO in ch.gos.logback.core.db.DataSourceConnectionSource@25£6€612d - supportsGetGeneratedKeys=true

INFO 2023/10/09 10:45:00 10:45:00,232 |-INFC in ch.gos.logback.core.joran.action.AppenderAction - About to instantiate appender of type [ch.gos.logback.classic.AsyncAppende
INFO 2023/10/09 10:45:00 10:45:00,236 |-INFO in ch.gos.logback.core.joran.action.AppenderAction - Naming appender as [SysoutAsync]

INFO 2023/10/09 10:45:00 10:45:00,237 |-INFO in ch.gos.logback.core.joran.action.AppenderRefAction - Attaching appender named [SysoutlZppender] to ch.gos.logback.classic.AsyifcAppenderxr[SysoutAsync]
INFO 2023/10/09 10:45:00 10:45:00,237 |-INFO in ch.gos.logback.classic.AsyncAppender [SysoutAsync] - Attaching appender named [SysoutAppender] to AsyncAppender.

INFO 2023/10/09 10:45:00 10:45:00,238 |-INFC in ch.gos.logback.classic.AsyncAppender[SysoutAsync] - Setting discardingThreshold to 51

INFO 2023/10/09 10:45:00 10:45:00,239 |-INFO in ch.gos.logback.core.joran.action.AppenderAction - About to instantiate appender of type [ch.gos.logback.classic.AsyncAppendg

INFO 2023/10/09 10:45:00 10:45:00,239 |-INFO in ch.gos.logbkack.core.joran.action.AppenderAction - Naming appender as [DBAsync]

INFO 2023/10/09 10:45:00 10:45:00,239 |-INFO in ch.gos.logback.core.joran.action.AppenderRefAction - Attaching appender named [DB] to ch.gos.logback.classic.AsyncAppendex
INFO 2023/10/09 10:45:00 10:45:00,239 |-INFOC in ch.gos.logback.classic.AsyncAppender [DBAsync] - Attaching appender named [DB] to AsyncAppender.

INFO 2023/10/09 10:45:00 10:45:00,239 |-INFO in ch.gos.logback.classic.AsyncAppender [DBAsync] - Setting discardingThreshold to 51

INFO 2023/10/09 10:45:00 10:45:00,240 |-INFO in ch.gos.logback.classic.joran.action.RootLoggerAction - Setting level of RCOT logger to INFO

INFO 2023/10/09 10:45:00 10:45:00,244 |-INFO in ch.gos.logback.core.joran.action.AppenderRefAction - Attaching appender named [SysoutAsync] to Logger [RCOT]

INFO 2023/10/09 10:45:00 10:45:00,245 |-INFC in ch.gos.logback.core.joran.action.AppenderRefAction - Attaching appender named [DBAsync] to Logger [ROCT]

INFO 2023/10/09 10:45:00 10:45:00,246 |-INFO in ch.gos.logback.classic.joran.action.Configurationfiction - End of configuration.

INFO 2023/10/09 10:45:00 10:45:00,248 |-INFO in ch.gos.logback.classic.joran.JoranConfigurator@2eal4361l - Registering current configuration as safe fallback point

INFO 2023/10/09 10:45:00 10:45:00,323 |-INFO in ch.gos.logback.classic.jul.LevelChangePropagator@6504a785 - Propagating INFO level on Logger[ROOT] onto the JUL framework
INFO 2023/10/09 10:45:00 [WebResourceManagerImpl ] [08:45:00]: Unabkle to read "gateway.metroKeystoreBAlias" gateway.xml property. Assuming metro keystore alias is:
INFO 2023/10/09 10:45:00 [g.WebServerManager [08:45:00]: Starting setup

INFO 2023/10/09 10:45:00 [g.WebServerManager [08:45:00]: Setup complete

INFO 2023/10/09 10:45:01 [Commissioning [08:45:01]: Resources needing commissioning: authSetup

INFO 2023/10/09 10:45:01 [Commissioning [08:45:01]: Commissioning State updated from commissioning to needs_commissioning
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length: 10,078,805 lines: 71,481 Ln:261 Col:113 Sel:14|1 Windows (CR LF)
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Ignition Diagnostics & Troubleshooting

Ignition‘./

by inductive automation

Diagnostics

Generate Diagnostic Bundle @

DIAGNOSTICS
| ‘» Execution
TXT LOG Logs
gateway-info.json jetty-server- metrics.idb system_logs.idb thread-dump.json wrapper.log
i Metrics Dashboard

wrapper.log.1 wrapper.log.2 wrapper.log.3 wrapper.log.4 wrapper.log.5 Th reads

. . . Running Scripts
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Ignition Diagnostics & Troubleshooting

Thread Dumps - Used for Identification and Isolation

+ What is a thread?
+ How to obtain them?
+ What does a thread dump do?

+ How to read them?
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Ignition Diagnostics & Troubleshooting

Ignition‘./

by inductive automation

"name": "alarm-notification-pipeline[Pipeline]",
"id": 162,
"state": "WAITING",
"daemon": false,
"system": "Alarms",
"scope": "Gateway",
"cpuUsage'": 0.0,
"waitingFor": {
"lock": "java.util.concurrent.locks.AbstractQueuedSynchronizer$ConditionObject@608093bc"
}

"stacktrace": [

""java.base@11.0.18/jdk.internal.misc.Unsafe.park(Native Method)",
"java.base@11.0.18/java.util.concurrent.locks.LockSupport.park(Unknown Source)",

"java.base@l11.0.18/java.util.concurrent. locks.AbstractQueuedSynchronizer$ConditionObject.await(Unknown Source)",
"java.base@11.0.18/java.util.concurrent.LinkedBlockingQueue. take(Unknown Source)",

""com. inductiveautomation.ignition.alarming.pipelines.SingleThreadAlarmPipeline$QueueEvaluator.run(SingleThreadAlarmPipeline.java:164)",
"java.base@l1.0.18/java. lang.Thread. run(Unknown Source)"



Ignition Diagnostics & Troubleshooting

Ignition‘./

by inductive automation

Kindling

+ Read Diagnostic Resources Like A Pro
+  Wrapper & IDB Log Viewer
+ Thread Dump Viewer
+ Store & Forward Cache Viewer
+ Gateway Backup Viewer

inductiveautomation/
+ Generic IDB Viewer klndhng

+ Metric IDB Viewer A standalone collection of utilities to help Ignition
users. Features various tools to help work with

I[gnition's custom data export...
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/ Applying the Troubleshooting Stages
nition\’

by inductive automation

1. Discovery

+ Types of questions:
+ What version of Ignition are you running?
+ What OS are you using?
+ What is the gateway architecture?
+ What are the gateway server specifications?
+ What subsystems are being used?

+ Is it a development or production environment?



Ignition"’ Help@  [ENS

Jo Status > Systems > i
ﬁ SYSTEMS S yste Overview

Home Trial Mode 1:52:84 We're glad you're test driving our software. Have fun.

Overview
i Performance
Status Alarm Pipelines Architecture Environment

Gateway Scripts
Modules Gateway | /gnition-LAURA- No Redundancy
Redundancy GoldCert Add a redundant bacl

Reports Version: 8.1.30 (b2023071408) X
License: trial 897 mb Local Time 14:37:45

Uptime: 2 days Available Disk Space  556gb / 926gb

Process Id 1016
Operating System Mac OS X | x86_64
Java Version 11.0.18+10-LTS

SFCs
Tags

Detected NICs 192.168.1.178

Transaction Groups

No Gateway Network
CONNECTIONS :
Systems

PEIELEN

Designers R e Cemmm e Alarm Pipelines 0/ 1 active

Devices EAM Role Unknown

Gateway Network Modules

Connections
Store & Forward . Performance

OPC Connections Redundancy o gured

Databases Designer Sessions

Perspective Sessions Reports 0 scheduled
0/ 1 connected 0 open

Vision Clients A 1 databases faulted SFCs 0 running

Tags

DIAGNOSTICS

Execution

Logs

Devices Gateway Network Connections Diagnostics

i 1enabled 0/ 0 connections
Metrics Dashboard n / 0 conne . » ‘
Generate Diagnostic Bundle o

Running Scripts

Threads

N T /' OPC Connections Perspective Sessions
« O - 1/1 connected 0 open
4 ! N

_ Store & Forward [ooa) Vision Clients




Ignition"’ Help @

Ja Status > Systems > i
ﬁ SYSTEMS B yste Overview

Home Overview Trial Mode 1:59:15 We're glad you're test driving our software. Have fun.

.||I Performance
Status Alarm Pipelines
* Gateway Scripts

Config Modules

Threads

Redundancy e
Reports 2 65

SFCs
Tags

Transaction Groups

CONNECTIONS

CPU Trend Memory Trend

Databases

Q Show all

Gateway Network 4GB

Q Show all

Devices

Designers 100% 6GB —‘

Store & Forward
OPC Connections

Perspective Sessions

Vision Clients

DIAGNOSTICS

Execution
Logs Garbage Collectors: G1 Young Generation, G1 Old Generation
Metrics Dashboard System Response

Running Scripts

. Recent Slow Response Events
Current Response Time

Threads Severity Time Event
Clock drift, degraded performance, or pause-the-world detected. Max allowed

9E.
160ct2023 08:25:11 deviation=1000ms, actual deviation=845773ms

Clock drift, degraded performance, or pause-the-world detected. Max allowed

D 2 ek deviation=1000ms, actual deviation=210368ms

Clock drift, degraded performance, or pause-the-world detected. Max allowed
deviation=1000ms, actual deviation=3040ms

o Clock drift, degraded performance, or pause-the-world detected. Max allowed
_ e e deviation=1000ms, actual deviation=1469845ms

160ct2023 08:07:04




Q metrics.idb X

v W[5 databases
v W[5 connection-Database
¥ [E throughput
v W[5 connection-Historian
¥ (3 throughput
v ¥ [ ignition
v W [ performance
¥ 3 cpu
¥ [E heap-used
¥ [E) non-heap
v ¥ [ redundancy
v W[5 sync
¥ 5 queue
¥ 3 rt_queue

-1,00 dp/s
-1,00 dp/s
-1,00 dp/s
-1,00 dp/s
-1,00 dp/s

Min: 365,7 mB

372,0 mB
371,0 mB
370,0 mB
369,0 mB
368,0 mB
367,0 mB
366,0 mB

Min: 2,99 dp/s

databases.connection-Database.throughput
Min: -1,00 dp/s

Avg: -1,00 dp/s Max: -1,00 dp/s

09:00 09:10 09:20 09:30 09:40 09:50 10:00

12/12/22 08:53:07 - 12/12/22 10:00:07

ignition.performance.non-heap

Avg: 368,3 mB Max: 372,6 mB

18:00 00:00 06:00 12:00

10/05/23 14:12:12 - 10/06/23 14:21:12

databases.connection-Historian.throughput
Avg: 248,97 dp/s Max: 371,33 dp/s

350,00 dp/s
300,00 dp/s r\ffl
\

250,00 dp/s

Y
200,00 dp/s
150,00 dp/s

100,00 dp/s
50,00 dp/s

0,00 dp/s

13:20 13:30 13:40 13:50 14:00 14:10 14:20

10/06/23 13:11:57 - 10/06/23 14:20:57

ignition.performance.cpu

Min: 0,00% Avg: 1,64% Max: 15,02%

15,00%
10,00%

5,00%

0,00%

10/05/23 14:12:12 - 10/06/23 14:21:12
redundancy.sync.queue
Min: 0 Avg: 0 Max: 0

0

0

0

-0

-0

18:00 00:00 06:00 12:00

10/05/23 14:12:12 - 10/06/23 14:21:12

ignition.performance.heap-used

Min: 546,5 mB Avg: 785,1 mB Max: 1004,8 mB

1000,0 mB
900,0 mB

800,0 mB

bl Wl
Eild

700,0 mB ‘ |

600,0 mB

18:00 00:00 06:00 12:00

10/05/28 14:12:12 - 10/06/23 14:21:12

redundancy.sync.rt_queue

Min: 0 Avg: 0 Max: 0
0
0
0
-0
-0
18:00 00:00 06:00 12:00

10/05/28 14:12:12 - 10/06/23 14:21:12
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/ Applying the Troubleshooting Stages
nition\’

by inductive automation

2. Ildentification

+ Types of questions:
+ What exactly is the problem?
+ Is this affecting anything else in the system?
+ Are there errors in the gateway logs?
+ What loggers can we set to TRACE?

+ What information can we derive from the diagnostic resources?



9 system_logs.idb X

11179 (of 11179) events

[ RENE

v (All)

¥ DatabaseJournal - [4]

¥ Manager - [2]

¥ Pipeline - [2]

¥ CereEngine - [2]

¥ Notification - [2]

¥ NotificationManager - [2]
¥ StorageManager - [2]

¥ AuditManager - [2]

¥ AutomaticThreadDumpManager - [2]

¥ ClockDriftDetector - [2]

¥ DefaultConnectionListener - [48]

¥ SelectorPool - [25]
¥ PacketHandler - [100]

v PacketHandler$KeepAliveMonitor - [24]
v PacketHandler$MessageRedeliveryMonitol
v WebSocketConnectionListener - [25]

v Server - [49]

¥ RecordService - [10]

¥ TemplateGraph - [1]

v Agent - [49]

¥ LicenseStateUtils - [153]
¥ DistributorGwHook - [75]

¥ HistoricalTagEventService - [2]

¥ EdgeNodeManager - [52]

¥ EngineCallback - [121]

¥ EngineGwHook - [102]

¥ EngineServersSettings - [173]

¥ PrimaryHostControlWorker - [49]

¥ ClientsManager - [51]

¥ SparkplugTransmissionClient - [50]

¥ TransmissionClient - [158]

¥ TransmissionClientManager - [49]

¥ TransmissionGwHook - [53]

¥ TransmissionMgttCallback - [73]

+ NativeLoader - [20]

¥ MulticastScheduler - [2]

¥ OpcUaConnection - [9]

¥ OpcUaSubscriptionModel - [7]

¥ OpcUaSubscriptionSynchronizer - [64]

Q Search

Level Timestamp ~ Thread Logger Message
INFO 2023-10-08 12:43:21:825 platform-executor-3807 EngineServersSettings Creating CirrusClient without primaryHostld
INFO 2023-10-03 12:43:21:825 platform-executor-3807 EngineServersSettings Adding MQTT Client 'ME-06dd93bc-9151-42d9' for server name: Chariot SCADA
INFO 2023-10-03 12:43:21:825 Thread-62080 TahuClient ME-06dd93bc-9151-42d9: Creating the MQTT Client to tcp://localhost: 1883 on thread Thread-62080
INFO 2023-10-03 12:43:21:840 platform-executor-3807 EngineCallback Setting islnitiallySubscribed to true
INFO 2023-10-03 12:43:21:840 platform-executor-3807 EngineServersSettings MQTT Client ME-06dd93bc-9151-42d9 successfully started
INFO 2023-10-03 12:43:21:875 platform-executor-3804 LicenseStateUtils Trial license is active
INFO 2023-10-03 12:43:21:875 platform-executor-3804 TransmissionGwHook Starting Transmitters
INFO 2023-10-03 12:43:21:875 platform-executor-3804 ClientsManager Starting Transmission clients
INFO 2023-10-03 12:43:21:877 Thread-62084 Agent All Tag Providers '[default]' found
INFO 2023-10-03 12:43:22:136 HandlerThread-0 PacketHandler CONNECT - [78853995-1e8f-4834-90f7-6bd4c4ef2484, ME-06dd93bc-9151-42d9, /127.0.0.1] [307] NEW Client Session
INFO 2023-10-03 12:43:22:138 MQTT Call: ME-06dd93bc-91... TahuClient ME-06dd93bc-9151-42d9: connect with retry succeeded
INFO 2023-10-03 12:43:22:138 MQTT Call: ME-06dd93bc-91... TahuClient ME-06dd93bc-9151-42d9: Connected to tcp://localhost: 1883
INFO 2023-10-03 12:43:22:142 HandlerThread-0 PacketHandler SUBSCRIBE - [78853995-1e8f-4834-90f7-6bd4c4ef2484, ME-06dd93bc-9151-42d9, /127.0.0.1] on topic(s) [[spBv1.0/4#][0]]
ERROR 2023-10-03 12:43:22:151 gateway-shared-exec-engine-4 Energy Consumption_Power_Pl... Unable to start group.
ERROR 2023-10-03 12:43:22:467 gateway-shared-exec-engine-4 Efficiency_EfficiencyPowerFlow Unable to start group.
ERROR 2023-10-03 12:43:22:605 gateway-shared-exec-engine-4 Energy Consumption_Generato... Unable to start group.
INFO 2023-10-03 12:43:22:656 MES General-4 ProductionGatewayHook Registered MES perspective components with the Ignition perspective module.
INFO 2023-10-03 12:43:22:827 Thread-62080 TahuClient ME-06dd93bc-9151-42d9: MQTT Client connected to tcp://localhost: 1883 on thread Thread-62080
ERROR 2023-10-03 12:43:22:955 gateway-shared-exec-engine-4 Efficiency_TotalKW Unable to start group.
INFO 2023-10-03 12:43:23:347 Thread-62084 DefaultBdSeqManager bdSegNumFileName: C:\Windows\TEMP\Tahu_Temp_Dir\Example Transmitter_My MQTT Group_Edge Node ac3d42
INFO 2023-10-03 12:43:23:349 Thread-62084 DefaultBdSeqManager Next Death bdSeq number: 8
ERROR 2023-10-03 12:43:23:366 gateway-shared-exec-engine-4 Energy Consumption_Power_Pl... Unable to start group.
INFO 2023-10-03 12:43:23:372 PNB-My MQTT Group/Edge ... TransmissionClientManager java.lang.Object@5a851906: Starting new TransmissionClient for Example Transmitter, edgeNodeld=My MQTT Group/Edge Node...
INFO 2023-10-03 12:43:23:373 Thread-62090 TransmissionClient [My MQTT Group/Edge Node ac3d42][] Not connected - attempting connect with isStayRunning=true
INFO 2023-10-03 12:43:23:387 Thread-62090 TransmissionClient [My MQTT Group/Edge Node ac3d42][MT-4eab6e17-5470-4be6] Attempting to connect
INFO 2023-10-03 12:43:23:389 Thread-62091 TahuClient MT-4eab6e17-5470-4be6: Creating the MQTT Client to tcp://localhost: 1883 on thread Thread-62091
ERROR 2023-10-03 12:43:23:512 gateway-shared-exec-engine-4 Water Quality_ TURB Readings... Unable to start group.
ERROR 2023-10-03 12:43:23:552 gateway-shared-exec-engine-4 Water Quality_TURB Readings... Unable to start group.
ERROR 2023-10-03 12:43:23:600 gateway-shared-exec-engine-4 Flows_Effluent_Effluent_Total Unable to start group.
INFO 2023-10-03 12:43:23:651 MES General-4 QualityGatewayHook Registered SPC MES perspective components with the Ignition perspective module.
INFO 2023-10-03 12:43:23:684 MES General-3 ProductionGatewayHook Registered MES perspective components with the Ignition perspective module.
INFO 2023-10-03 12:43:23:696 HandlerThread-0 PacketHandler CONNECT - [c84ae891-d3df-4061-8646-3b21a89a7739, MT-4eab6e17-5470-4be6, /127.0.0.1] [305] NEW Client Session
INFO 2023-10-03 12:43:23:703 MQTT Call: MT-4eab6e17-54... TahuClient MT-4eab6e17-5470-4be6: connect succeeded
INIEN NNND 4N N2 4N:.A0.00. 700 _AANTT Nalle AAT AaanbhaA47 CA ToabhuNlicnt AMMT Aanhlad7 EATZN A al: Dannan: dan ta tonm: Nlanallhant: 1000

2023-10-03 12:43:22:151 gateway-shared-exec-engine-4

Unable to start group.

java.lang.IllegalArgumentException:

There is already a scheduled task for sql bridge.seshegodb.energy consumption_power_plant total monthly.mainexec

at com.inductiveautomation.ignition.common.execution.impl.BasicExecutionEngine.register(BasicExecutionEngine.java:407)

at com.inductiveautomation.factorysql.groups.AbstractGroup.startExecution(AbstractGroup.java:360)

at com.inductiveautomation.factorysql.ProjectRunner.startGroupExecution(ProjectRunner.java:346)

at com.inductiveautomation.ignition.common.execution.impl.BasicExecutionEngine$ThrowableCatchingRunnable.run(BasicExecutionEngine.java:544)
at java.base/java.util.concurrent.Executors$RunnableAdapter.call(Unknown Source)

at java.base/java.util.concurrent.FutureTask.run(Unknown Source)

at java.base/java.util.concurrent.ScheduledThreadPoolExecutor$ScheduledFutureTask.run(Unknown Source)

at java.base/java.util.concurrent.ThreadPoolExecutor.runWorker(Unknown Source)

at java.base/java.util.concurrent.ThreadPoolExecutor$Worker.run(Unknown Source)

at java.base/java.lang.Thread.run(Unknown Source)

=]
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3. Isolation

+ Types of questions:
+ What is triggering the behaviour?
+ Is the issue originating from inside or outside of Ignition?
+ SQL database? Tag Historian? 3" party application?
+ Does the network play a part?

+ Do connections reach devices or not?



@ thread-dump.json X

Version: 8.1.28.2023060110

| BERERE

<) (All)

¥ WAITING - 95 (41%)

¥ TIMED_WAITING - 84 (36%)
¥)RUNNABLE - 53 (23%)

v (Al

¥ Unassigned - 185 (80%)

v Tags - 12 (5%)

v OPC - 9 (4%)

¥ Scripts - 7 (3%)

v Web API - 7 (3%)

v perspective - 3 (1%)

v gateway-network - 2 (1%)

v (All)

¥ (No Pool) - 82 (35%)

v webserver - 14 (6%)

v gateway-shared-exec-engine -
¥ milo-netty-event-loop - 12 (5%
¥ DEFAULT-PooledSelectorThree
¥ opc-ua-scheduled-executor - (
¥ platform-scheduled-executor -
v WebSocketWorker - 6 (3%)

¥ com.inductiveautomation.sqlbl
¥ Thread - 5 (2%)

¥ Equipment Manager - 4 (2%)

AV

- 0o~ WD

:
14
16
17
19
20
21

22
24
25
26
31

33
34
35
36
37
38
40
41
42
43
44
45
48

AsyncAppender-Worker-DBAsync
ID: 22 | Daemon: true | Scope: Gateway

@ WAITING - 0,000%

Stacktrace: 5

Id ~

State

RUNNABLE
WAITING
RUNNABLE
RUNNABLE
TIMED_WAITING
TIMED_WAITING
RUNNABLE
RUNNABLE
WAITING
TIMED_WAITING
WAITING
WAITING
TIMED_WAITING
TIMED_WAITING
TIMED_WAITING
RUNNABLE
RUNNABLE
RUNNABLE
RUNNABLE
RUNNABLE
TIMED_WAITING
WAITING
WAITING
WAITING
WAITING
RUNNABLE
WAITING
WAITING
WAITING

Name

Reference Handler

Finalizer

Signal Dispatcher

Attach Listener

Common-Cleaner
Wrapper-Control-Event-Monitor
Wrapper-Connection

DestroyJavaVM
WrapperSimpleAppMain
gateway-logging-sqlite-appender
AsyncAppender-Worker-SysoutAsync
AsyncAppender-Worker-DBAsync
gateway-log-monitoring-session-reaper
platform-scheduled-executor-1
catapult-filemonitor

webserver-31-acceptor-0@21299d22-ServerConnector@10ffd2...

webserver-33
webserver-34

webserver-35-acceptor-0@47e05873-ServerConnector@b91bff...

webserver-36
Session-HouseKeeper-2e8ab27d-1
gateway-shared-exec-engine-1
gateway-shared-exec-engine-2
gateway-shared-exec-engine-3
gateway-shared-exec-engine-4
HttpClient-1-SelectorManager
gateway-shared-exec-engine-5
gateway-shared-exec-engine-6
ForkJoinPool.commonPool-worker-7

java.base@11.0.18/jdk.internal.misc.Unsafe.park(Native Method)

app//ch.qos. logback.core.AsyncAppenderBase$Worker. run(AsyncAppenderBase.java:289)

Daemon

%

SO0

ESERN

Depth

3 0,000%
4 0,000%
0 0,000%
0 0,000%
5 0,000%
2 0,000%
9 0,000%
0 0,000%
17 0,000%
9 0,000%
5 0,000%
5 0,000%
2 0,000%
9 0,000%
9 0,000%
9 0,000%
17 0,000%
17 0,000%
9 0,000%
17 0,000%
9 0,000%
9 0,000%
9 0,000%
9 0,000%
9 0,000%
6 0,000%
9 0,000%
9 0,000%
4 0,000%

Export

Q Search

CPU

Blocker M

»
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Wireshark

+ The world's most popular network protocol analyser

+ Network troubleshooting
+ Analysis
+ Software and communications protocol development




£ CSAZNFLWPFGW02 2023-09-05 0834.pcapng

e QJes2=EF 3 E QaQaH

| Destination | Protocol | Lengtt| Info
1 0.000000 10.115.89.36 10.115.26.106 TCP 69 55085 - 8088 [PSH, ACK] Seq=1 Ack=1 Win=513 Len=15
2 0.007085 10.115.89.36 10.115.26.106 RDPUDP 106
0.007318 10.115.26.106 10.115.89.36 RDPUDP 53 [Malformed Packet]
0.010486 10.115.26.106 10.115.89.36 TCP 65 8088 - 55085 [PSH, ACK] Seq=1 Ack=16 Win=49153 Len=11 [TCP segment of a reassembled PDU]
0.010538 10.115.26.106 10.115.89.36 TCP 75 8088 - 55085 [PSH, ACK] Seq=12 Ack=16 Win=49153 Len=21
0.049056 10.115.89.36 10.115.26.106 TCP 60 55085 - 8088 [ACK] Seq=16 Ack=33 Win=512 Len=0
0.127661 10.115.89.36 10.115.26.106 TLSv1.. 97 Application Data
0.141271 10.115.89.36 10.115.26.106 TLSv1.. Application Data
9 0.141313 10.115.26.106 10.115.89.36 TCP 54 3389 - 49842 [ACK] Seq=1 Ack=94 Win=63056 Len=0
10 0.143895 10.115.89.36 10.115.26.106 TCP 68 55085 - 8088 [PSH, ACK] Seq=16 Ack=33 Win=512 Len=14
11 0.145561 10.115.26.106 10.115.16.194 TLSv1.. 91 Application Data
12 0.145597 10.115.26.106 10.115.16.194 TLSv1.. Application Data
13 0.146493 10.115.16.194 10.115.26.106 TCP 60 17778 - 49580 [ACK] Seq=1 Ack=1356 Win=8197 Len=0
14 0.147017 10.115.16.194 10.115.26.106 TLSv1.. Application Data
15 0.147130 10.115.16.194 10.115.26.106 TLSv1.. 133 Application Data
16 0.147141 10.115.26.106 10.115.16.194 TCP 54 49580 - 17778 [ACK] Seq=1356 Ack=347 Win=49154 Len=0
17 0.147194 10.115.26.106 10.115.16.194 TLSv1.. 91 Application Data
18 0.147218 10.115.26.106 10.115.16.194 TLSv1.. 221 Application Data
19 0.148210 10.115.16.194 10.115.26.106 TCP 60 17778 - 49580 [ACK] Seq=347 Ack=1560 Win=8197 Len=0
20 0.148631 10.115.16.194 10.115.26.106 TLSv1.. Application Data
21 0.148804 10.115.26.106 10.115.16.194 TLSv1.. 91 Application Data
22 0.148824 10.115.26.106 10.115.16.194 TLSv1.. Application Data
23 0.149721 10.115.16.194 10.115.26.106 TCP 60 17778 - 49580 [ACK] Seq=837 Ack=1857 Win=8195 Len=0
24 0.150545 10.115.16.194 10.115.26.106 TLSv1.. Application Data
25 0.150703 10.115.26.106 10.115.16.194 TLSv1.. 91 Application Data
26 0.150718 10.115.26.106 10.115.16.194 TLSv1.. Application Data
27 0.151521 10.115.26.106 10.115.16.194 TLSv1.. 91 Application Data
28 0.151541 10.115.26.106 10.115.16.194 TLSv1.. Application Data
29 0.151742 10.115.16.194 10.115.26.106 TCP 60 17778 - 49580 [ACK] Seq=1865 Ack=2156 Win=8194 Len=0
30 0.152448 10.115.16.194 10.115.26.106 TCP 60 17778 - 49580 [ACK] Seq=1865 Ack=2761 Win=8192 Len=0
31 0.152816 10.115.16.194 10.115.26.106 TLSv1.. 319 Application Data
32 0.152904 10.115.16.194 10.115.26.106 TLSv1.. 133 Application Data
33 0.152914 10.115.26.106 10.115.16.194 TCP 54 49580 - 17778 [ACK] Seq=2761 Ack=2209 Win=49155 Len=0

4 0 OLYD 0 A T2 0 B Q4 Q Ann atiagn DNata

Frame 3: 53 bytes on wire (424 bits), 53 bytes captured (424 bits) on interface \Device\NPF_{14F51CD4-6823-44CF-9D19-BCE7AE42E2A2}, id @ 12 34 56 78 9a
Ethernet II, Src: Microsof_65:90:5b (00:22:48:65:90:5b), Dst: 12:34:56:78:9a:bc (12:34:56:78:9a:bc) 00 27 0e 67 00
Internet Protocol Version 4, Src: 10.115.26.106, Dst: 10.115.89.36 i;’ 23 gg gg i
User Datagram Protocol, Src Port: 3389, Dst Port: 51792

UDP Remote Desktop Protocol

v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Errorl
[Group: Malformed]

LN CSAZNFLWPFGWO02 2023-09-05 0834.pcapng Packets: 184378 - Displayed: 184378 (100.0%) Profile: Default
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4. Resolution

+ Types of questions:
+ Is the solution proposed temporary or permanent?
+ Is there a more efficient way to get the same results?

+ How do we determine if the problem has been resolved?
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Ignition Diagnostics & Troubleshooting
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